CITY OF EL PASO, TEXAS
AGENDA ITEM DEPARTMENT HEAD’S SUMMARY FORM

DEPARTMENT: DEPARTMENT OF INFORMATION TECHNOLOGY

AGENDA DATE: February 14, 2012
CONTACT PERSON/PHONE: MIGUEL GAMINO, DEPARTMENT OF INFORMATION TECHNOLOGY

DIRECTOR, 541-4746

MONICA LOMBRANA, EL PASO INTERNATIONAL AIRPORT,
DIRECTOR 780-4793

BRUCE D. COLLINS, PURCHASING MANAGER, 541-4313

DISTRICT (S) AFFECTED: ALL

SUBJECT:

Award the following solicitation: Purchase of Hirsch Access Control System Upgrade,
Maintenance and Installation

To: Advance Security Contractors Inc. of El Paso, Texas

Estimated Annual Expenditures: $1,199,928.68

Total Estimated Expenditures: $1,199,928.68

BACKGROUND / DISCUSSION:

Departments of Information Technology (IT) and Aviation (Airport) recommend using the Region 19
Purchasing Cooperative award of Request for Proposal (RFP) 09-6356 for Electronic Surveillance and -
Locking Systems for the El Paso International Airport and requests the Purchasing Director be allowed
{0 issue a Purchase Order for $1,199,928.68 to Advance Security Contractors Inc. for the Hirsch
" Access System upgrade, support, maintenance and installation. Advance Security Contractors

Inc. (ASC) is a Historically Underutilized Business (HUB).

The Airport needs to upgrade the existing security infrastructure in order to continue to be in
compliance with Federal requirements, as well as to properly and expeditiously address
increasing security stressors. On November 26, 2011, Airport experienced a failure in the
security infrastructure that resulted in a 14 hour outage of the access control system affecting
significant areas of the secured areas of the Airport. During this incident, certain doorways
leading to critical areas failed and Airport Dispatch had no ability to manually override and/or
control the system. This failure impeded access that many employees utilize in their daily work
duties and would have hindered their movement in the event of an unforeseen evacuation or
emergency. The Airport had to restrict employees to use of certain doors that were physically
manned by Security Contract Personnel. EPIA’s and IT’s staff along with an outside contractor
who previously worked on Diamond II software were finally able to switch the system to the
backup server. Attempts to rebuild the primary server were unsuccessful; therefore, as of today,

Airport is operating with no redundant server capability.

Additionally, IT has advised that the rebuilt server initially used as a redundant server is being
utilized for the required security controls, compliance and facility security has a short-term
sustainability. Airport and IT have decided to install two physical servers supporting the

~upgraded Hirsch-Access-Control - System and incorporate many of their existing security. systems ...

and protocols such as their CCTV systems and No Fly List applications.




The purchase will include hot redundant servers, enrollment stations, printers and the
Transportation Security Administration (TSA) Threat Assessment Report software program and
the No-Fly system software program. ASC and Hirsch will deliver maintenance and performance
monitoring to ensure that the system is functioning at peak performance by providing ongoing
local and phone support to immediately address issues. Additionally, ASC will provide Velocity
and DIGI*TRAC evaluation to recommend changes to such items as software, firmware and

platform.

Besides maintenance, support and installation for the Hirsch Access Security System, ASC and
Hirsch will train airport staff on the use of the No-Fly list software. The No-Fly List software is
an application that allows users to easily search the TSA’s No-Fly Lists and associated reports.

The Hirsch Access Control System provides:
e Proactive identification and resolution of issues
e Measurement of system performance to avoid overload
e Data archiving and back-ups of the entire system

e Expert consultation

SELECTION SUMMARY:

Due to the urgency of the situation under which Airport does not have redundancy of the
security controls system server, as well as short-term sustainability of the only server currently in
operation, the Departments of Aviation and IT concluded that the use of the COOP Region 19
Contract 09-6356, that is available for use by the City of El Paso, represents the most expedient
resolution. Additionally, the Airport’s existing Diamond II security system is -no longer
supported by the manufacturer, General Electric, and there are no local service providers.

In order to maintain compliance with Federal directives and to ensure a secure facility, the
Department of Aviation is proposing to install two Hirsch Access Control Systems Servers, and
incorporate many of their existing security systems and protocols such as their CCTV systems

and No Fly List applications.

Currently, the City of El Paso is using ASC and the Hirsch Access Control System at various
departments. COOP Region 19 contract was awarded using a Request for Proposal procurement

process.
PRIOR COUNCIL ACTION:

Yes, currently the Police Department, Art Museum, Municipal Service Building and City
Information Technology departments are using the Hirsch Access Control Systems.

AMOUNT AND SOURCE OF FUNDING:

Amount: $1,199,928.68
Airport Enterprise Fund: 41096
Department: 62620020
Account: 508027
- Project - PAP00O61
. ClassCode 62000

Aviation requests it be allowed to perform the necessary budget transfers, if necessary, for this award.




BOARD / COMMISSION ACTION:

N/A
++********+********REQU]RED AUTHORIZATION************:‘-****-}'**

DEPARTMENT HEAD:  Miguel Gamino, IT Director

Name Signature Date
DEPARTMENT HEAD: Monica Lombrana, EPTIA Director, ot
’ Wila 2HA /501 3~
Signature ) Date

Name




COUNCIL PROJECT FORM
(COOPERATIVE CONTRACT)

Please place the following item on the REGULAR agenda for the Council Meeting of FEBRUARY 14, 2012.

Discussion and action on the request that the Purchasing Manager for Financial Services, Purchasing Division
be authorized to issue a Purchase Order(s) to Advance Security Contractors Inc. a contractor under Region 19
Cooperative Purchasing Program Contract No. 09-6356 for the purchase of a Hirsch Access Control System
Upgrade, Maintenance, and Installation. The City has made the determination that purchasing from this

cooperative offers the most cost-effective pricing.

The participation by the City of El Paso in the Region 19 Cooperative Purchasing Program Contract was
approved by Mayor and City Council on 03/04/2008.

Department: Information Technology
Award to: Advance Security Contractors Inc.
El Paso, Texas

Total Estimated Award: $1,199,928.68

Account No.: 62620020 — 41096 — 508027 - PAP0061
Funding Source: Airport Enterprise Fund

District(s): All

Reference No.: 2012-167

Additionally, that the City Manager is also authorized to make all necessary budget transfers in connection with
the award of this contract. :

This is a Cooperative, service and unit price contract.

DATE: 2/7/2012




Dedicated to Quitstanding Customer Service for a Better Community

To: Bruce Collins, Financial Services, Purchasing Director

From: Miguel A. Gamifio Jr., Director
Information Technology Authorized Signature

Date: January 30, 2012

Re: Purchase of Hirsch Access Control System Upgrade, Maintenance and Installation
for the El Paso International Airport (EPIA)

The Information Technology Department recommends purchasing a Hirsch Access Control System
Upgrade, Maintenance, and Installation in total estimated amount of $1,119,928.68.
The purpose of this purchase is to:

1. Is there an urgent need for the product/service? In other words, is time of the essence?

Yes. The Airport needs to upgrade the existing security infrastructure in order to
continue to be in compliance with Federal requirements, as well as to properly and
expeditiously address increasing security stressors. Attempts to rebuild the Airport’s
primary server were unsuccessful; therefore, as of today, Airport is operating with no
redundant server capability. Additionally, IT has advised that the rebuilt server
(initially used as a redundant server that is now being utilized for the required security
controls, compliance, and facility security) has a short-term sustainability. '

2. Does the purchase through the Program promote the standardization of equipment?
Yes. This purchase provides the City of El Paso and EPIA security benefits, lower cost,
increased redundancy and is consistent and compatible with the City-wide standard currently

maintained by IT.

3. Does the purchase through the Program support local business? If not, is there a
comparable product/service available locally?
Yes. ASC was awarded Region 19 Bid 09-6356 and is a local business and a Historically

Underutilized Business (HUB).

4. Do the available vendors have prior work experience and/or familiarity with the City?
Yes. Currently the Police Department, Art Museum, Municipal Service Building and City
Information Technology departments are using the Hirsch Access Control Systems.

5. Is the pricing reasonable as compared to other similar products/work performed for the |
City of El Paso in the past or as quoted from other companies? Yes, the IT department has |
reviewed for price fairness and reasonableness. Price reasonableness has been established
because the cooperative purchasing agency used a competitive bidding process in the awarding
of the contract. The participation by the City of El Paso in the Region 19 Cooperative

Purchasing Program was approved by Mayor and City Council on March 4, 2008. ‘

El Paso
ELiTd FINANCIAL SERVICES DEPARTMENT
I 2 Civic Center Plaza, 7% Floor, City Hall - EI Paso, Texas 79901
) (915) 541-4011 Texas Comptroller
: Leadership Circle

2010




SERVICE SOLUTIONS SUCCESS

Advance Security Contractors, Inc.

February 14, 2012
Regular Agenda— Item 11

Monica Lombraina, A.A.E. — Aviation Director
Miguel Gamifo, CPA - City IT Director




Purpose

Purpose:

In late November of 2011, the Airport’s primary security server
began to have issues and subsequently failed. The Airport’s aging
security system has prompted them to seek a remedy.

Department of Aviation needs to replace the existing security
infrastructure in order to continue to be in compliance with Federal
requirements, as well as to properly and expeditiously address
Increasing security stressors.




Contract Detail

Need:

In order to continue to be in compliance with Federal requirements,
TSA approved Security Program, as well as properly and expeditiously
address increasing security stressors, the following are needed.

= Replace existing security infrastructure

= Redundant server capacity

= Maintenance and support of security infrastructure and
systems




Stakeholders Affected

Direct Indirect

Aviation Department General Public, business
partners, state and federal
agencies

_ S




Vendor Summary

Advance Security Contractors, Inc. (ASC)

ASC is a Hirsch Certified local vendor and a Historically Underutilized
Business (HUB). ASC offers unlimited security capabilities because
of their corporate networking and they handle various business
types and sizes. They offer:

= Access Control Systems

= CCTV Systems

= Counter-Terrorism Systems
= Fire Alarms

= Burglar Alarms

= |ntercom Systems

= (Gate Operators




Contract Detail

Contract Provides:

= Electronic Surveillance and Locking Systems replacement
" Proactive identification and resolution of issues
= System Performance Measurement
= Data archiving and system back up
= Expert consultation and support
= Security infrastructure replacement
= Redundant server capability
" Maintenance, support, installation and training
= TSA and No-Fly software

= Velocity and DIGI*TRAC evaluation for software such as
firmware and platform




Contract Processing

Procurement:

Due to the urgency of the Airport’s deficiency of a redundant security
controls system server, as well as short-term sustainability of the only

current server in operation

= COOP Region 19 Contract 09-6356 is being used, which was
awarded through a Request for Proposal process




Prior Action

Prior action:

This action is consistent with City-wide standards to maintain
compatible Information Technology systems and infrastructure which
is monitored by the IT Department

=  Current Hirsch Access Control System Implementations:
= Police Department
= Art Museum
= Municipal Service Building
= |nformation Technology




Contract Funding

Funding:

sAmount: $1,199,928.68
mAirport Enterprise Fund: 41096

=Gen. Airport Construction: 62620020

="Account- Construction: 508027
=Project- EPIA Access Control: PAP0OO61

mClass Code- EPIA Administration: 62000




SERVICE SOLUTIONS SUCCESS

Questions




